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Interdependence absolute, foreseen, ordained, decreed,
To work, Ye'll note, at any tilt an’ every rate o’ speed.
Fra skylight-lift to furnace-bars, backed, bolted, braced an’ stayed,
An’ singin’ like the Mornin’ Stars for joy that they are made;
—Rudyard Kipling, writing on interoperation
and scalability, “McAndrew’s Hymn,” 1894.

Problem Background

The Web was first used to deliver static pages of text and pictures. Program-
ming a server to do this was relatively easy—just accept the URL identifying
the file, fetch the file that it names from the server’s disk, and write that file
back to the client, as shown in Figure 3-1. You can do a lot with just this sim-
ple architecture. For example, my local art cinema has a small Web site that I
can browse to see what’s playing tonight (for example, Happy, Texas, in
which two escaped convicts are mistaken for beauty pageant organizers in a
small Texas town), learn about coming attractions, and follow links to trailers
and reviews. They’re using the Web like a paper brochure, except with richer
content, faster delivery, and lower marginal cost—in a word, lower friction.
(OK, two words, I was off by one)!

1. One of the smartest, albeit geekiest, guys I know once said that there’s only one bug in all of com-
puting, and it's being “off by one.” “Can’t you be off by 25,0007 I asked him. “You've got to be off
by one first,” he replied.

%

The Web was initially

used for viewing static
pages, which was rela-
tively easy to program.
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Web programmers today
need to dynamically
generate HTML pages in
response to input
received from the user,
which poses new prob-
lems.

Our Web server applica-
tion requires program
logic that generates
pages.

2. Browser sends request to server.
Client browser l
1. User types request into
browser, “Give me this Server
page.” 3. Server locates requested page
4. Browser renders page for < and writes it back to client.
display to client. Page 1
Page 2
Page N

Figure 3-1 Server delivering static Web pages.

This approach worked well in the prehistoric days when all data on the
Web was static (rendering the author’s content verbatim, with no user input
or programming logic) and public (available to anyone who knew or could
find the magic address). But customers soon started asking, “If T can see what
movie’s playing tonight, why can’t I see my current bank balance?” which the
static page approach can’t handle. A bank can’t create a new page every day
for every possible view of every account—there are far too many of them.
Instead, the user needs to provide input such as the account number, and the
bank’s computer needs to create on demand an HTML page showing the
user’s account balance, as shown in Figure 3-2. This data is neither static nor
public, which raises thorny new design problems

2. Browser sends request to server.
Client browser l

1. User enters request into
browser, “Give me the page Server
showing transactions in my 3. Server accesses account
bank account #12345.” information and generates
4. Browser renders page for < page containing user’s
display to client. requested information.

Figure 3-2 Server dynamically generating Web pages based on client
input.

A Web server application that dynamically generates pages for a client
needs several things. First, it needs a way of associating some sort of program
logic with a page request. When a user requests a page, the server doesn’t
simply fetch the page from the disk; the page doesn’t exist before the request.
Instead, the server executes program logic that generates the page. In the
bank example, we probably need to do a database lookup in the bank’s cen-
tral ledger to find out the customer’s current balance and recent transactions.
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We’d like to be able to write this logic quickly and easily, using languages and
tools with which we are already familiar. And we’d like it to run as quickly
and efficiently as possible in production.

Second, our Web server needs a way to get input from the user into the
server-side program logic and output from that program logic back to the
user. The user’s browser submits to the server an HTML form, whose input
controls specify the data that he’d like to see on his page—for example, his
account number and the range of dates for which he wants to see transac-
tions. Parsing the interesting data values from this HTML is tedious and highly
repetitive, so we'd like a prefabricated way of doing it that's quick and easy
for us to program. Think how much easier the text box (edit control for you
C++ geeks) makes reading character input in a Windows user interface com-
pared to assembling character strings yourself from individual keystrokes.
We'd also like a similar level of prefabrication in assembling the HTML page
for output to the user. Raw HTML is difficult and tedious to write. Think how
much easier the label control makes output in a Windows user interface com-
pared to writing all the GDI calls needed to set font, color, text, and so on.
We'd like something similar for the HTML output that a browser requires.

Third, since at least some of our data is now private, our Web server
needs to ensure that we know who a user is and that we only allow the user
to see and do the things that he’s allowed to. You'd like to see your bank
account, but you really don’t want your disgruntled former spouse looking at
it, or, far worse, moving money out of it. This type of code is notoriously dif-
ficult and expensive to write—and proving to your wary customers that
you’ve made the code bulletproof, so that they have the confidence to use it,
is equally difficult and expensive. We need a prefabricated infrastructure that
provides these security services to us.

Finally, our Web server needs a mechanism for managing user sessions.
A user doesn’t think of her interaction with a Web site in terms of individual
page requests. Instead, she thinks of it in terms of a conversation, a “session,”
that takes place with multiple pages on your site over some reasonable
amount of time. She expects the Web site to be able to remember things that
she’s told it a few minutes previously. For example, a user expects to be able
to place items in an e-commerce site’s shopping cart and have the cart
remember these items until check out. Individual page requests don’t inher-
ently do this; we have to write the code ourselves to make it happen. Again,
it’s an integral part of most Web applications, so we’d like a prefabricated
implementation of it that’s easy to use. Ideally, it would work correctly in a
multi-server environment and survive crashes.

In short, our Web server needs a run-time environment that provides
prefabricated solutions to the programming problems common to all Web
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Our Web server needs a
convenient way of receiv-
ing input from and writing
output to the user’s
browser.

Our Web server needs
security services to keep
unauthorized users from
seeing or doing things
that they shouldn’t.

Our Web server needs
a way to manage user
sessions.

We need an entire Web
server programming and
run-time environment.
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The original ASP was a
Web server run-time envi-
ronment that was easy to
use for simple tasks.

servers. We’d like it to be easy to program as well as to administer and
deploy. We’d like it to scale to at least a few servers, ideally more. And we
don’t want to pay a lot for it. Not asking for much, are we?

Solution Architecture

Microsoft released a relatively simple Web run-time environment called Active
Server Pages (ASP) as part of Internet Information Server (IIS), itself part of
the Windows NT 4 Option Pack, in the fall of 1997. IIS served up Web pages
requested by the user. ASP allowed programmers to write program logic that
dynamically constructed the pages that IIS supplied by mixing static HTML
and scripting code, as shown in Listing 3-1. When a client requested an ASP
page, IIS would locate the page and activate the ASP processor. The ASP pro-
cessor would read the page and copy its HTML elements verbatim to an out-
put page. In this case, the style attribute sets the text color to blue. It would
also interpret the scripting elements, located within the delimiters <% %>.
This code would perform program logic that rendered HTML strings as its
output, which the ASP processor would copy to the location on the output
page where the scripting element appeared. The resulting page, assembled
from the static HTML elements and HTML dynamically generated by the
script, would be written back to the client, as shown in Figure 3-3. ASP was
relatively easy to use for simple tasks, which is the hallmark of a good first
release.

<html style="color:#0000FF;">
The time is: <% =time %> on <% =date %>
</html1>

Listing 3-1 Intermingling of code and HTML in ASP.

3 http:/ /redhookesb/netbookaspsamples/si - | Ellll
J File Edit Miew Favorites Tools  Help |
J GBack ~ = - ) at | Qhsearch (G Favorites  S#History | B+ >

JAgdress I@ http: ffredhookesbinetbookaspsamples/simplest, asp ﬂ @Go

The time is: 2:35:55 PM on 1/15/2002

=
|@ l_’_ (2 Local intranst v

Figure 3-3 The Web page produced by ASP after processing the HTML/
code mixture in Listing 3-1.
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As the Web spread and user demands increased, Web programmers
required more sophistication from their Web run-time environment in two
key areas: making it easier to program and making it run better. ASP.NET is a
big improvement in both these areas. ASP.NET looks somewhat like the orig-
inal ASP, and most code will port between the versions unchanged or very
close to it. But internally ASP.NET has been completely redone to take advan-
tage of the .NET Framework. You'll find that it runs better, crashes less, and is
easier to program. These are good things to have. I discuss all of these fea-
tures in more depth later in this chapter.

ASP’s mingling of HTML output elements and scripting code may look
logical, but it’s the devil to program and maintain in any but the simplest
cases. Because code and data could and did appear anywhere on the page,
intelligent development environments such as Visual Basic couldn’t make
sense of it, so no one ever wrote a development environment that could han-
dle ASP well. This meant that ASP code was harder to write than other types
of code, such as a Visual Basic user interface application using forms. I know
it drove me bats.

ASP.NET separates the HTML output from the program logic using a fea-
ture called code-behind. Instead of mixing HTML and code, you write the
code in a separate file to which your ASP page contains a reference. You'd be
astounded how much easier your code is to understand when you remove
the distraction of HTML output syntax. It’s like getting your three year old to
shut up while you’re talking taxes on the phone with your accountant.
Because of this separation, Microsoft was able to enhance the Visual Studio
NET programming and debugging environment so that you can use it while
developing your Web applications.

Input and output in original ASP could be tricky, as the HTML environ-
ment was imperfectly abstracted. By this I mean that the programmer often
had to spend time grappling with some fairly grotty HTML language con-
structs instead of thinking about her program logic, which isn’t the best use of
resources. For example, parsing data out of HTML forms required much more
work than doing the same thing on a desktop app. Producing output required
the programmer to assemble HTML output streams, which again isn’t where
you want your programmers to be spending their time. In Listing 3-1, our pro-
grammer had to know the proper HTML syntax for turning the text color blue.

ASP.NET supports Web Forms, which is a Web page architecture that
makes programming a Web page very similar to programming a desktop appli-
cation form. You add controls to the page and write handlers for their events,
just as you do when writing a desktop app in Visual Basic. The ease of use that
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ASPNET is a complete
rewrite of the original
ASP, keeping the best
concepts.

ASPNET disentangles
your code from the HTML.
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ASPNET contains prefab-
ricated controls that do for
HTML pages what Win-
dows controls did for
Windows applications.

ASPNET contains much
good prefabricated sup-
port for securing your
applications.

ASP.NET contains new
session state manage-
ment features that work
on larger-scale Web
farms.

ASP.NET contains many
features, making it run
better and making it eas-
ier to administer.

made Visual Basic so popular is now available for constructing Web applica-
tions. Just before the first edition of this book went to press, I taught a class on
the beta 1 release of ASP.NET to a seasoned bunch of ASP developers, and this
is the feature that made them literally stand up and cheer.

As Visual Basic depended on Windows controls and third-party ActiveX
controls, so does Web Forms depend on a new type of control, named
ASP.NET Server Controls. For convenience, I refer to these as Web controls in
this chapter. These are pieces of prefabricated logic dealing with input and
output that a designer places on ASP.NET pages, just as he did with a Win-
dows application form. The controls abstract away the details of dealing with
HTML, just as Windows controls did for the Windows GDI. For example, you
no longer have to remember the HTML syntax for setting the foreground and
background color for a line of text. Instead, you’ll use a label control and
write code that accesses the control’s properties, just as you did in any other
programming language. Think of how easy controls make it for you to pro-
gram a simple desktop app in Visual Basic. Web controls do the same thing
for ASP.NET pages.

Original ASP included very little support for security programming.
Security in ASP.NET is much easier to write. If you’re running in a Windows-
only environment, you can authenticate a user (verify that he really is who he
says he is) automatically using Windows built-in authentication. For the
majority of installations that are not Windows-only, ASP.NET contains prefab-
ricated support for implementing your own authentication scheme. And it
also contains prefabricated support for Microsoft’s Passport worldwide
authentication initiative, if you decide to go that route.

Original ASP supported session state management with an easy-to-use
APL. Its main drawbacks were that the state management couldn’t expand to
more than one machine and that it couldn’t survive a process restart. ASP.NET
expands this support by adding features that allow it to do both automati-
cally. You can set ASP.NET to automatically save and later restore session
state either to a designated server machine or to Microsoft SQL Server.

ASP.NET contains many useful new run-time features as well. Original
ASP executed rather slowly because the scripting code on its pages was inter-
preted at run time. ASP.NET automatically compiles pages, either when a
page is placed on the server or when it’s first requested, which makes it run
much faster. Because it uses the .NET Framework’s just-in-time compilation,
you don’t have to stop the server to replace a component or a page. It also
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supports recycling of processes. Instead of keeping a process running indef-
initely, ASP.NET can be set to automatically shut down and restart its server
process after a configurable time interval or number of hits. As garbage col-
lection solves the problem of memory leaks within managed .NET code, this
process recycling solves many of the problems caused by leaking unmanaged
external resources. This solves most problems of memory leaks in user code.
ASP.NET also has the potential of being easier to administer because all set-
tings are stored in human-readable files in the ASP directory hierarchy itself.

Simplest Example: Writing a Simple ASP.NET Page

Let’s look at the simplest ASP.NET example that I could think of. Shown in  AnASPNET sample pro-
Figure 3-4, it displays the current time on the server, either with or without —9rambegins here.

the seconds digits, in the user’s choice of text color. You can download the

code from this book’s Web site, bttp.//www.introducingmicrosoft.net, and fol-

low along with the discussion.

3 http:/ /redhookesb/webapplicationl /webformn - | Ellll

JEiIe Edit Wiew Favorites Tools  Help

J GBack ~ = - ) at | Qhsearch (G| Favorites & &History ||%v »

JAc_Idress I@ http: firedhookesbiwebapplication1 fwebform1, aspx j @Go

=

The time 15 now 14:33:00

W Show Seconds ? Get Time |
Text Color: IElIack 'l

=
|@ Daone ’_ ’_ Local intranet: 4

Figure 3-4 Simplest example of ASP.NET.

I wrote this sample using Visual Studio .NET. While I've tried to write
my examples in a tool-agnostic manner, Visual Studio .NET contains so
much built-in support for ASP.NET, especially debugging, that not using it
would have been like using Notepad to write a Visual Basic Windows desk-
top app. You can do it if you really, REALLY want to and probably get it to
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o

work eventually. But it will be much faster and less painful if you take the
right approach from the beginning.

You put Web controls on The key to understanding this example is to think of your Web page as

your ASPXpages,justas 3 Visual Basic form. I use that analogy because I think that my readers are

you do on a Visual Basic . 1 s . . . .

form. most familiar with it, but you could write this same code in any other Visual
Studio .NET language—C#, C++, or J#—if you want to. (I've provided C# ver-
sion of all the code in the sample files.) I started by generating an ASP.NET
Web Application project from Visual Studio .NET, as shown in Figure 3-5.
Doing this creates, among other things, an ASP.NET page called
WebForm1.aspx. I then used the Toolbox to drag Web controls onto the form,
shown in Figure 3-6, adding a check box, a button, a drop-down list, and a
couple of labels. I then set the properties of these controls using the Proper-
ties window in the lower right corner of the Visual Studio .NET window,
specifying the text of each control, the font size of the labels, and the items in
my drop-down list collection. I set the AutoPostBack property of the drop-
down list control to True, meaning that it automatically posts the form back to
the server when the user makes a new selection in the drop-down list. Setting
user interface properties with a slick, familiar editor like this is so much easier
than writing HTML strings in Notepad (which is what you had to do in ASP)
that it isn’t funny.

New Project ll
Eroject Types: Templates: B |

4= Wisual Basic Projects

(] wisual C# Projects E Elm
0 Visual C++ Projects ) Windows Class Library Windows
{11 Setup and Deploymertt Projects Application Contral Library

+ {1 ©Other Projects

----- {1 wisual Studin Solutions
Ef ASPLMET Web  Web Control

Service Library LI
A project For creating an application with a Web user interface
Mame: I ‘Webapplicationl
Location: I http: fflocalhost fwebapplication1 j Browse. .. |
" add to Solution ' Close Solution

Project will be created at http:/flocalhostwebapplicationl .

FMore | OF I Cancel | Help |

Figure 3-5 Choosing an ASP.NET Web Application in Visual Studio .NET.
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**., WebApplication1 - Microsoft Visual Basic.NET [design] - WebForm1.aspx™ — (=]

Fle Edt Wew Project Buld Dsbug Format Table Insert Frames Tooks Mindow  Help

D-E @ BR - -F-B| g - |

d. ol ez uh i
i [Toolox CIE1 | T —— 4 b x| Solution Explorer - Webfpplicationl #
4 Data H EEER Y
8 webFoms | +| [o Solution 'Webapplication1’ {1 project)
g | & Ponter £ {8 webapplication1

ol
The time 15 currently: (3] References

A Label
#] AssemblyInfo,vb

[bi TextBox

&) Global assx
sb| Button oy o A styles.cos
26| LinkButtan 0 Buttan |o 58 Web. config
2] ImageButton R &) webipplicationt. vsdisco
A Hypertink WebFarm1l.aspx
DropDownList [ Solution Explorer [ %2 Class view
ListE
g sthox [Properties R ox
Datatrid
) Dottt Button1 System.web,ULWebContral v |
atalis
=] a

=2 pepeater E 2+
¥ Checkgax CesClass -

Font
8 CheckBoxList
Fi
o ForeColor _
£ RadioButtonlist — Emn
& RadioButton B Behavior
[8l Image Accesskey -
Components | ¥ Tent

4 ex

[ETB RIS | The text to be shown on the buttan.
HTHL
Clipboard Ring -] L
General B HL | Properties | @ Dynamic Help

Ready I I

Figure 3-6 Using the Toolbox to drag Web controls onto the form.

Now that I've laid out my controls, I need to write the code that ties  You write event handlers

them together. When I generated the project, Visual Studio .NET also gener-  for yourcontrols’ events,
ated the class that represents the code behind my ASP.NET page. You view it g:;;sfgz:‘do fora Visual
by right-clicking on the page and selecting View Code from the shortcut
menu, just as you do today with forms in Visual Basic 6.0. Web controls fire
events to their forms, again just as in Visual Basic, so I need to write event
handlers for them. I can add an event handler by choosing the control from
the upper-left drop-down list and choosing the appropriate event from the
upper-right drop-down list. I show excerpts from my Visual Basic class in List-
ing 3-2, and all of it is included with this book’s downloadable sample code.
In this simple example, when the button reports a Click event, I change the
label’s text property to hold the current time. I also added a handler for my
drop-down list box’s SelectedindexChanged event. When the user makes a
color selection from the list box, I set the label’s color to the value selected by
the user. When I build the project, Visual Studio .NET automatically publishes
it to my machine’s Web root directory.
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The event handler code
that you write runs on the
server.

Public Class WebForml
Inherits System.Web.UI.Page

' User clicked the button. Fetch the time and display it in the
' label control.

Public Sub Buttonl_Click(ByVal sender As Object, _
ByVal e As System.EventArgs) Handles Buttonl.Click
If CheckBoxl.Checked = True Then

Labell.Text = "The time is now " + now.TolLongTimeString
Else

Labell.Text = "The time is now " + now.ToShortTimeString
End If

End Sub

' User has selected a different color from the list box.
' Change the label's color to reflect the user's choice.

Protected Sub DropDownListl_SelectedIndexChanged(ByVal sender _
As System.Object, _
ByVal e As System.EventArgs) _
Handles DropDownlListl.SelectedIndexChanged
Labell().ForeColor = _
Color.FromName(DropDownlListl().SelectedItem.Text)
End Sub

End Class

Listing 3-2 Excerpts from the code behind the WebForm1.aspx page.

The event handler code that you write runs on the server, not the user’s
browser. That's why Web Forms controls are often known as “server con-
trols.” When the user clicks the Get Time button or makes a selection from
the drop-down list, the page is posted back to the server. ASP.NET catches the
incoming page, detects which control event triggered the postback, and
invokes the handler code for that event. This causes the page to be regener-
ated, with whatever changes the event handler code might have made to it,
and written back to the client. You can read more about this process in the
next section of this chapter. If you’d like even more detail, you can download
the chapter on Web Forms controls from this book’s Web site, http://
www.introducingmicrosoft.net.
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Now that I've finished writing my code, I'd like to see it in action. The  An execution engine

easiest way to do this is to right-click on the page in Solution Explorer and iﬁiztjfnthhfhsj‘fsspaﬁ;
select Build And Browse from the shortcut menu. This opens a browser win- page and renders HTML
dow within the Visual Studio .NET environment. When this browser (or any  fromits controls and
other client) requests the .ASPX page, IIS loads it into the ASP.NET execution  code.
engine, which then parses the page. The first time the engine encounters the
page it compiles its code “just-in-time.” Subsequent requests for the same page
will load and run the compiled code. The engine then executes the class’s
compiled code, creating the Web controls that I earlier placed on the form.
The controls run only on the server side, rendering HTML that reflects their
current state, which is incorporated in the page that gets sent to the client. The
engine also executes the event handlers’ code and renders the output HTML
created by the code’s interaction with the controls. The final HTML is written
back to the client, which produces the page shown previously in Figure 3-4.

That’s all T had to do to write an .ASPX page using Visual Studio .NET and
Web controls. It's much easier than original ASP. It looks like and feels like writ-
ing Visual Basic code, which we're already familiar and comfortable with.

Tips from the Trenches

My clients report that the key to most user interface design prob-
lems is locating a third-party Web Forms control that provides the
prefabricated behavior that they are looking for. Often they’ll
change their user interface requirements to conform to the controls
they can buy off the shelf, rather than spend weeks writing code
that would provide slightly different behavior.

More on Web Controls

Web controls spring from the same philosophy that led to the creation of Win-
dows user interface controls 15 years ago. That architecture made Bill Gates
the world’s richest man (even after the recent tech stock slide, according to
Forbes.com). That's my definition of a successful architecture; don’t know
about yours. Microsoft stock must be holding more of its value.?

2. As opposed to Sun, whose share price today will just barely buy you a good cup of coffee, as long
as you don’t want too many extras in it.

rs

i -



é C03619182.fm Page 90 Thursday, March 6, 2003 2:22 PM

90 Introducing Microsoft .NET, Third Edition

Controls exist to encapsu-
late reusable program
logic dealing with user
interfaces.

Web controls are richer,
more numerous, and eas-
ier to program than stan-
dard HTML controls.

Web controls exist for
many different functions.

Input and output operations are highly repetitive. Prefabricating them—
rolling them up in a capsule for any programmer to use—is a great idea. You
kids today don’t know how lucky you are not to have to worry about writing
your own button controls, for example, and painting the pixels differently to
make the button look as if it’s been clicked. This not only saves an enormous
amount of expensive programming time, but also makes every program'’s
user interface more consistent and thus easier for users to understand.
Remember (I'm dating myself here) Windows 3.0, which didn’t contain a stan-
dard File Open dialog box? Every application programmer had to roll her
own. It cost a lot, and every application’s implementation looked and worked
a little (or a lot) differently. Windows 3.1 provided a File Open dialog box as
part of the operating system, which made the lives of both programmers and
users much easier. A Web control, in the ASP.NET sense of the word, is any
type of user-interface-related programming logic that is capable of a) expos-
ing a standard programming model to a development environment such as
Visual Studio .NET, and b) rendering its appearance into HTML for display in
a standard browser—more or less as a Windows control renders its appear-
ance into Windows GDI function calls.

“But HTML already has controls,” you say. “Buttons and checkboxes
and links. I use them all the time. Why do I have to learn a new set?”” HTML
does support a few controls as part of the language, but these have severe
limitations. First, they’re not very numerous or very rich. A text box and a
drop-down list box are about as far as they go. Compare their number to the
controls advertised in Visual Studio magazine (formerly Visual Basic Pro-
grammers Journal) or their functionality to Visual Basic’s data-bound grid
control. We'd like to be able to package a lot more functionality than the few
and wimpy existing HTML elements provide. Second, they are hard to write
code for. The communication channel between an HTML control and its run-
time environment isn’t very rich. The Web Forms environment that Web con-
trols inhabit contains an event-driven programming model similar to Visual
Basic. It's much easier to program, there’s much better support in develop-
ment environments, and it abstracts away many of the differences from one
browser to another. Web controls do more and are easier to program. Sounds
decisive to me.

ASP.NET comes with the set of basic Web controls listed in Table 3-1. In
addition, third-party vendors have written many controls for sale. Microsoft’s
official ASP.NET Web site, hitp:/www.asp.net, lists several hundred in its con-
trol gallery, and a Google search turns up dozens more. You can also write
your own, which isn’t very hard. I discuss writing your own in a chapter you
can download for free from http.//www.introducingmicrosoft.net.
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Table 3-1 Web Forms Server Controls by Function

Function Control Description

Text display (read only) Label Displays text that users can’t directly edit.

Text edit TextBox Displays text entered at design time that can be edited
by users at run time or changed programmatically.
Note: Although other controls allow users to edit text
(for example, DropDownList), their primary purpose is
not usually text editing.

Selection from a list DropDownList Allows users to either select from a list or enter text.

ListBox Displays a list of choices. Optionally, the list can allow
multiple selections.

Graphics display Image Displays an image.

AdRotator Displays a sequence (predefined or random) of images.

Value setting CheckBox Displays a box that users can click to turn an option on
or off.

RadioButton Displays a single button that can be selected or not.

Date setting Calendar Displays a calendar to allow users to select a date.

Commands Button Used to perform a task.

LinkButton Like a Button control but has the appearance of a
hyperlink.

ImageButton Like a Button control but incorporates an image instead
of text.

Navigation controls HyperLink Creates Web navigation links.

Table controls Table Creates a table.

TableCell Creates an individual cell within a table row.
TableRow Creates an individual row within a table.

Grouping other controls CheckBoxList Creates a collection of check boxes.

Panel Creates a borderless division on the form that serves as
a container for other controls.

RadioButtonList Creates a group of radio buttons. Inside the group, only
one button can be selected.

List controls Repeater Displays information from a data set using a set of
HTML elements and controls that you specify, repeating
the elements once for each record in the data set.

DatalList Like the Repeater control but with more formatting and

ﬁ%

layout options, including the ability to display informa-
tion in a table. The DatalList control also allows you to
specify editing behavior.
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Table 3-1 Web Forms Server Controls by Function

Function

Control Description

Place holding

DataGrid Displays information, usually data-bound, in tabular
form with columns. Provides mechanisms to allow edit-
ing and sorting.

PlaceHolder Enables you to place an empty container control in the
page and then dynamically add child elements to it at
run time.

Literal Renders static text into a Web page without adding any
HTML elements.

XML Reads XML and writes it into a Web Forms page at the

location of the control.

The execution engine

creates and uses the con-

trols on the server side.
The controls render their
own HTML for the client.

When I placed controls on my form in the preceding example, Visual
Studio .NET generated the statements in the .ASPX page, shown in Listing 3-3.
Every statement that starts with <asp: > is a directive to the ASP.NET parser to
create a control of the specified type when it generates the class file for the
page. For example, in response to the statement <asp:label>, the parser creates
a label control in the class. When the page is executed, the ASP.NET execution
engine executes the event handler code on the page that interacts with the
controls (fetching the time and setting the text and background color, as
shown previously in Listing 3-2). Finally, the engine tells each control to ren-
der itself into HTML in accordance with its current properties, just as a Win-
dows control renders itself into GDI calls in accordance with its current
properties. The engine then writes the resulting HTML back to the client’s
browser. Figure 3-7 shows this process schematically. Excerpts from the actual
HTML sent to the client are shown in Listing 3-4.

<%@ Page Language="vb" AutoEventWireup="false"
Codebehind="WebForml.aspx.vb" Inherits="SimplestASPVB.WebForml"%>
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>
<HEAD>
<title>WebForml</title>
<meta name="GENERATOR" content="Microsoft Visual Studio.NET 7.0">
<meta name="CODE_LANGUAGE" content="Visual Basic 7.0">
<meta name="vs_defaultClientScript"” content="JavaScript">
<meta name="vs_targetSchema"
content="http://schemas.microsoft.com/intellisense/ie5"
</HEAD>
<body MS_POSITIONING="GridLayout">
<form id="Forml" method="post" runat="server">

Listing 3-3 Excerpts from .ASPX page created by Visual Studio .NET, showing control
statements.

ﬁ%
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<asp:Label id="Labell"
style="Z-INDEX: 101; LEFT: 32px; POSITION: absolute; TOP: 24px"
runat="server">Time will be shown here</asp:Label>
<asp:DropDownList id="DropDownListl"
style="Z-INDEX: 102; LEFT: 136px; POSITION: absolute; TOP: 12@0px"
runat="server" AutoPostBack="True">
<asp:ListItem Value="Black">Black</asp:ListItem>
<asp:ListItem Value="Red">Red</asp:ListItem>
<asp:ListItem Value="Green">Green</asp:ListItem>
<asp:ListItem Value="Blue">Blue</asp:ListItem>
</asp:DropDownlList>
<asp:Button id="Buttonl"
style="Z-INDEX: 103; LEFT: 184px; POSITION: absolute; TOP: 72px"
runat="server" Text="Get Time"></asp:Button>
<asp:CheckBox id="CheckBox1"
style="Z-INDEX: 104; LEFT: 32px; POSITION: absolute; TOP: 72px"
runat="server" Text="Show seconds?"></asp:CheckBox>
<asp:Label id="Label2"
style="Z-INDEX: 105; LEFT: 32px; POSITION: absolute; TOP: 120px"
runat="server">Text color:</asp:Label>

</form>
</body>
</HTML>
1. .ASPX page request 2. Request forwarded
from client. - to execution engine.
s
8. HTML written back
to client. i
Execution engine
-ASPX page < 3. Compiles .ASPX page first
<asp:label> etc. time page is encountered.
4. Loads compiled class and
creates code-behind object.
Code-behind 5. Code-behind object creates
object contains controls and runs handler
event handlers. for event that caused the
page to load.
6. Page tells controls to render
themselves into HTML.
7. HTML returned to IIS.

Figure 3-7 .ASPX page execution engine sequence.
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Input controls can main-
tain their contents and
selection from one round-
trip to another. Display
controls can also maintain
their state from one
round-trip to another.

<span id="Labell™ style="color:Black;">
(time will be displayed here)
</span>

<span>

<input type="checkbox" id="CheckBox1" name="CheckBox1" />
<label for="CheckBox1">Show Seconds ?</label>

</span>

<input type="submit" name="Buttonl" value="Get Time" id="Buttonl" />
<p>Text Color:

<select name="DropDownlListl"™ id="DropDownListl"
onchange="javascript:_ _doPostBack('DropDownListl","'')">
<option selected value="Black">Black</option>
<option value="Red">Red</option>
<option value="Green">Green</option>
<option value="Blue">Blue</option>
</select>

Listing 3-4 Excerpts from the HTML generated by the controls.

Another great feature of the input controls in the Web controls package
(list box, text box, check box, radio button, and so on) is that they can auto-
matically remember the state in which the user left them when the page they
are on makes a round-trip to the server. Microsoft calls this feature postback
data. Observe the behavior of the check box control in the simplest example
that I showed in the previous section. The check box correctly maintains its
checked or unchecked state when the page is posted to the server for event
handling and returned to the client browser afterward. I didn’t have to write
any code to get this behavior, as I would have had to in classic HTML. Input
Web controls automatically remember their state. During the postback opera-
tion, the data actually resides in a dedicated field in the HTTP header of the
page. This is an automatic feature that you can’t turn off.

The display controls in the Web controls package, such as label, data
list, data grid, and repeater, support their own version of property retention,
called view state. Even though the user doesn’t set them to specific values,
they still remember the state in which the program left them in the previous
round trip. The .ASPX page environment automatically places a hidden input
control called _ VIEWSTATE on each of its pages. Web controls automatically
serialize their state into this hidden control when the page is being destroyed

ﬁ%
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and then retrieve their state when the page is next created, which is what you
want most of the time. If you don’t want this, you easily can turn it off by set-
ting the control’s MaintainState property to False.

Why does Microsoft use two separate mechanisms for maintaining con-
trol state, one for input controls and the other for display controls? Probably
to make it easier for programmers to comply with the Principle of Least
Astonishment, which states simply that astonishing a human user is not a
good thing, therefore you should do it as seldom as possible. When a user
types something into a field, she expects to see what she typed stay there
until she does something that changes it. If an input control didn’t automati-
cally maintain its state, a developer would have to write code to make it do
so or astonish the heck out of his users. Since you have to do this all the time,
Microsoft built it into the input control behavior and didn’t provide an off
switch. On the other hand, a display control often doesn’t display what a user
typed in. Instead, it usually shows the results of an internal computing oper-
ation. Sometimes you might want a display control to remember its state
between operations, and sometimes you might not. Hence a different mech-
anism, this one with an off switch.

Web controls can also discover the specific browser on which the user
will be viewing the page so that they can render their HTML to take advan-
tage of different browser features if they want to. A good example of this is
the range validator control, shown in Figure 3-8. Ensuring that a user-entered
number falls between a certain maximum and minimum value is such a com-
mon task that Microsoft provides a Web control for it. You place the control
on a form and set properties that tell it which text box to validate and what
the maximum and minimum values are. When the control renders its HTML,
it checks the version of the browser it’s running on. If it's a newer browser
that supports DHTML (specifically MSDOM 4.0 or later, and EcmaScript ver-
sion 1.2 or later), the control renders HTML that includes a client-side script
that will perform the numeric validation in the user’s browser before submit-
ting the form to the server, thereby avoiding a network round-trip if a control
contains invalid data. If all the data passes validation on the client, the form
is submitted to the server. Somewhat counterintuitively, the validation opera-
tion is then repeated on the server, even though it passed on the client. This
guarantees that the validation is performed before your server-side code runs,
even if the control somehow messed up the client-side script on a flaky
browser. If the control detects an older browser that doesn’t support DHTML,
it automatically generates HTML code that performs a round-trip and vali-
dates on the server.

ﬁ%

Web controls can detect
the capabilities of the
browser they are running
on and render different
code to take advantage of
them.
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3 http:/ /redhookesb/imdncontroldemo/webform1.aspx - Micro: - |EI|1|
J File Edit ‘Wew Favorites Tools Help |J o= - @ at | @ 7| ®| >
J Address I@ http: firedhookesbfimdncontroldemofwebform]  aspx 'l
=
ID Walue must be between 1 and 10
[
|@ Daone ’_’_ (2 Local intranet 4
Figure 3-8 The range validator control.
You can write your own Writing your own Web controls isn’t that hard because the .NET Frame-

Web controls withouttoo o1k contains prefabricated base classes from which you can inherit most of
much trouble. , . . .
your control’s necessary infrastructure (sort of like MFC on steroids). I show
several examples in a chapter about Web controls that’s available for free
download at http.//www.introducingmicrosoft.net.

Tips from the Trenches

The process of creating controls, loading their state, running their
code, and rendering their state obviously takes some amount of
time. ASP.NET supports a number of different options for caching
page output pages to reduce this time and improve throughput.
You can cache an entire page if you want, but you can also cache
the output of individual controls. You do this by adding the Vary-
ByControl attribute to the <%@ OutputCache %> directive in the
page’s .aspx file.

Managing and Configuring Web Application Projects:
The Webh.config File

Apowerful runtime envi- A powerful run-time environment like ASP.NET provides many prefabricated
ronment like ASPNET services. As you can imagine, an individual application has many, many

requires excellent config- ti for it fi i Th fi i hani £ . t
uration management. options for its configuration. e configuration mechanism of an environmen

o i | ®



é C03619182.fm Page 97 Thursday, March 6, 2003 2:22 PM

Chapter 3 ASP.NET

is as important as the underlying software that it controls. Cool features that
you can’t configure, or can’t figure out how to configure, are about as useful
as unsecured Enron bonds.

Previous run-time environments have used a central store for their con-
figuration information. For example, classic COM used the system registry
and COM+ added the COM+ catalog. ASP.NET takes a different, decentralized
approach. Each application stores its ASP.NET configuration management
information in a file named web.config, which is stored in the application’s
own directory. Each file contains configuration information expressed in a
particular XML vocabulary. Excerpts from our sample program’s web.config
file are shown in Listing 3-5. This excerpt shows the compilation and custom
error handling settings of this particular application. T will discuss other set-
tings later in this chapter.

<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<system.web>

<!-- DYNAMIC DEBUG COMPILATION
Set compilation debug="true" to insert debugging symbols
(.pdb information) into the compiled page. Because this
creates a larger file that executes more slowly, you should
set this value to true only when debugging and to false at
all other times. For more information, refer to the
documentation about debugging ASP.NET files.

==

<compilation defaultlLanguage="vb" debug="true" />

<!I-- CUSTOM ERROR MESSAGES
Set customErrors mode="0n" or "RemoteOnly" to enable
custom error messages, "Off" to disable. Add <error>
tags for each of the errors you want to handle.

==

<customErrors mode="RemoteOnly" />

</system.web>

</configuration>

Listing 3-5 Excerpts from the sample application’s web.config file.

Web.config files can also reside in various subdirectories of an applica-
tion. Each web.config file governs the operation of pages within its directory
and all lower subdirectories unless overridden. Entries made in a lower-level

ﬁ%
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ASP.NET keeps its config-
uration information in indi-

vidual files, each having
the name web.config.

A setting made in a
web.config file overrides
the settings made in
directories above it.
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web.config file override those made in levels above them. Some users find
this counterintuitive; some don’t. The master file specifying the defaults for
the entire ASP.NET system has the name machine.config and lives in the
directory [system, e.g. WINNTN\Microsoft. NET\Framework\[version]\Config.
Entries made in web.config files in the root directories of an individual Web
application override entries made in the master file. Entries made in web.con-
fig files in subdirectories of an application override those made in the root.
This relationship is shown in Figure 3-9.

Master system machine.config
<allow users="#"/>

Unless otherwise stated, all us-
ers requesting ASPNET pages
are granted permission.

App A web.config App B web.config
Does not contain an allow ele- <deny users="?">
ment, so it defaults to the master

. L This value overrides value in
value granting anyone permission.

master. Any unauthenticated us-
er asking for any page in this di-
rectory is rejected. Any authenti-
cated user is granted access.

App B subdirectory 1 App B subdirectory 2
web.config web.config
Does not contain any allow or <allow roles="managers">
deny elements, so it defaults to <deny users="=">

its parent's value, granting
access to any authenticated
user.

These values override parent di-
rectory. Only members of the
managers role are allowed to
request pages in this directory.

Figure 3-9 The hierarchical nature of web.config files.

Not all sections of the web.config file are configurable on all levels of
subdirectory. The <sessionstate> section, for example, may not appear below
an application’s root directory. You'll have to examine the details of individ-
ual sections to find out the granularity of each.

ﬁ%
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Microsoft still has not provided a decent tool for maintaining the
web.config file, even in version 1.1. You can edit the raw file using any XML
editor, but it still falls far below the ease of using the .NET Framework con-
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make administration
easier.

figuration utility described in Chapter 2, or any other administrative tool in
the Windows 2000 environment.

Tips from the Trenches

[E:web.Config Editor
File Wew Help

While T find this lapse inexplicable, third-party products solve the
problem quite well. My favorite is the Web.Config Editor from
Hunter-Stone (bttp.//www.hunterstone.com), shown in Figure 3-10.
You'll recover the $44 they charge for it in the first hour of head-
banging it helps you avoid.

=10l x|

configuration
[ apeSettings

=[] spstem web
=) [ authentication

‘ Editing D:AThirdE ditiont Codet Chapter34C5 ASimplestd S PCS Yw'eb config

Authentication Mode:

D:\ThirdE dition’,Code’\Chapter3\C5 \Simplesta SPCS Wb, config

Ione] -

Windows
Foims
ort

< Puml version="1.0" encoding="utf-2"'?>
< configuration:
<spstem.web>
“ccompilation defaultlanguage="ct" debug="tn
<eustomE mors mode="RemateOnly" /

O forms <authentication mode="Nane" />
D credertiaks trace enabled="talse" requestLimit="10" page
[ passpott <sessionState mode="TnProc” sateConnaction
O amthorization <globalzation requestE ncading="ulf 8" respons
<system web>
[ brawseiCaps < carfiguations

99

Third-party tools exist to

customEnors
dlobalization
[ htpHandlers -
[ htphodules
[ httpRuntime
O identity

[ machineKey
[ pages

[ processiadel
[ secuiityPolicy

[ TN

4 » J |
Figure 3-10 The Web.Config Editor from Hunter-Stone.

ASP.NET State Management

Web page requests are by default independent of each other. If I request page
B from a server, the contents of page B don’t know whether I have or haven'’t
viewed page A a few minutes ago. This arrangement works well for simple
read-only requests, such as the movie theater example I discussed in the open-

Internet page requests
from a single user didn’t
originally know about
each other. Sometimes
this is OK.
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Then again, as Web
interactions get richer,
sometimes it isnt.

A Web programmer often
must maintain separate
data for many users
simultaneously.

ASP.NET provides a set
of data tied to a specific
user. Called a Session,
programmers can use this
object to store data for a
specific user.

ing paragraph of this chapter. It’s easy to write a server that does this because
you don’t have to store any data from one page request to another.

As Web interactions get more sophisticated, however, this design no
longer meets your users’ needs. What I did on page A does affect the content
that page B should show. For example, I book a lot of air travel directly on
airline Web sites because they offer extra frequent flyer miles. It’s not accept-
able to me to search for an outgoing flight, write it down on paper, search for
a return flight, write it down as well, and then manually type both of these
flight numbers into yet another page for purchasing my ticket. I want the air-
line’s site to automatically remember my outgoing flight selection while I
choose a return flight and then remember both of these while I buy the ticket.

Remembering data from one form to another was never a problem for a
desktop application, which targeted a single user. The programmer could
simply store input data in the program’s internal memory without worrying
about which user it belonged to, since only one person used the program at
a time. But keeping track of a user’s actions over multiple pages is much
more difficult in a Web application, used by (you hope) many different peo-
ple simultaneously. A Web programmer needs to keep my data separate from
all the other users’ so that their flights don’t get mixed with mine (unless
they’re headed to Hawaii in February, in which case, hooray!). We call this
managing session state, and the Web programmer needs some efficient, easy-
to-program way of doing it.

Original ASP provided a simple mechanism for managing session state,
which ASP.NET supports and extends. Every time a new user accesses an
ASPX page, ASP.NET creates an internal object called a Session. This object
is an indexed collection of data living on the server and tied to a particular
active user. You can access items in the collection by means of a numerical
index or a string name that you specify. The Session object can hold any
number of items for each user, but since they all use server memory, I
advise you to limit the amount of data you store in session state to the min-
imum necessary.

The Session object automatically remembers (placing a unique ID in a
browser cookie or appending it to the URL) which user the data refers to, so the
programmer doesn’t have to write code to do that. For example, when I submit
a form selecting a flight, the .ASPX page programmer can store that flight’s
information in the Session object. When I request the page to buy my ticket, the
programmer reads the flight from my Session object. The .ASPX run time auto-
matically knows who the user is (me), so the programmer’s code automatically
fetches my flights and not someone else’s, as shown in Figure 3-11.
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Client browser Server
1. Client requests first page. »| 2. Server receives request,
creates Session object,
Session ID cookie I stores cookie on client.

3. Programmer stores data in
Session object.

4. Client requests second- » 5

. Server transparently
page, passing cookie.

fetches Session object
identified by cookie.

. Programmer fetches data
from Session object. It
magically contains the
right user's data.

Ly

User A's data | User B's data

7. Client receives second 6
page based on what he
did on the first page.

session

other users...

Figure 3-11 Managing session state.

This feature is easy for programmers to use, and hence quite popular.  ASPNET provides a
Each .ASPX page contains a property named Session that provides access to ~ Simple APl forseftingand
the session object for the current user. You place items in this object using an gﬁ}gz,g session state var-
integer index or a string key, and retrieve them the same way. If you attempt
to fetch an item that doesn’t exist in the session object, you’ll get a null object
reference in return. A sample of the code that does this is shown in Listing 3-6.

You will also find this sample on this book’s Web site. The pages will look
like Figure 3-12.

' Code that stores data in session state.
Protected Sub Buttonl_Click(ByVal sender As System.Object, _
ByVal e As System.EventArgs) _
Handles Buttonl.Click
' Store current text string in session state.
Session("DemoString"™) = TextBox1().Text

Redirect user to page for viewing state.

Response().Redirect("WebForm2.aspx")

Listing 3-6 Code for session state management.

i | ®
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End Sub

' Fetch designated string from session state object

' Display to user in label

Private Sub Page_Load(ByVal sender As System.Object,
ByVal e As System.EventArgs) Handles MyBase.load

Dim str As String
str = Session("DemoString")

If (Not str Is Nothing) Then
Label2.Text = str
Else

Label2.Text = ("(the item ""DemoString"" does not exist " & _
"in the session collection)")

End If

End Sub

calhost/sessionstate /webform1.aspx - Microsoft (=] 5|

Ble Edit View Favorites Tools  Help ‘

GBack ~ = - (@) @) | [EPersonalbar @Search [CilFavortes (# | By

Address [&] hip: [flocalhost/sessionstate/webform1 aspx ] @ [unks *

H

Sesgion State Demonstration
Enter any string here:

Iaaaaaaaaaa

Update Session State I Wiew Session State

Abandon Session State

Session state tmeout 18 set to 2 minutes for this demonstration

ocalhost /sessionstate /WebFormZ.aspx - Microsofl ] 3]
B File Edt Wew Favortes Tools Help |
Done
————  &Bak - = - (@D [£] 4| [Crersonalbar @ search (iFavorites (# | By
Address [#] http:fiocalhostsessinstatejwebForm2. aspx ~| Pa ‘Llnks =
The string currently stored as element "DemoString” i your Sesston
State object has the value:
EEEREEEEEEY
] Done [ [ [BE Cocal intranet 7

Figure 3-12 Session state management sample application.
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Obviously, if a server were to maintain a permanent session for every
user that ever viewed even one page on it, you'd run out of memory very
quickly. The session mechanism is designed to maintain state only for active
users—those who are currently performing tasks that require the server to
maintain state for them. ASP.NET automatically deletes a user’s Session object,
dumping its contents, after it has been idle for a configurable timeout interval.
This interval, in minutes, is set in the <sessionstate> section of the web.config
file, shown in Listing 3-7. The default is 20 minutes. You can also dump the
session yourself by calling the method Session.Abandon.

<sessionState
mode="1inproc"
stateConnectionString="tcpip=127.0.0.1:42424"
sqlConnectionString="data source=127.0.0.1;user id=sa;password="
cookieless="false"
timeout="2"

/>

Listing 3-7 Session state management entries in the web.config file.

While the session mechanism in original ASP was easy to use, it had a
number of drawbacks that hampered its expansion to large-scale systems.
First, it stored session state in the worker processes that actually ran page
scripts and called code living in programmer-written custom objects. A badly
behaved object could and often did crash this process, thereby killing the ses-
sion state of every user it was currently serving, not just the one whose call
caused the crash. ASP.NET fixes this problem by providing the ability to store
session state in a separate process, one that runs as a system service (see Fig-
ure 3-13), so badly behaved user code can’t kill it. This means that worker
processes can come and go without losing their session state. It slows down
the access to the session state somewhat, as applications now need to cross
process boundaries to get to their session state, but most developers figure
that’s worth it for reliability. To turn this feature on, set the mode attribute in
the web.config file to stateserver and ensure that the state server process is
running on the server machine.

P [=
|acton vow || & o |Bm|(E BE(@] > = 1= |
Tree | MName /- | Description B
=28 Services and Applications = Motifies selected users and computers of administrative alerts,

3 Telephony i i h, 5.

B4 WML Control

it Supp il f pag Y rem..
B Tndexing Service %com Event System Provides automatic distribution of events to subscribing COM com.

-4 Inkernet Information Services—] | Computer Browser Maintains an up-to-date list of computers on your network and s,
nnnnn - Mimmmmme bl e b b s s bt 2o s <bimn T
4 I _>l_I

‘ |

Figure 3-13 ASP.NET session state process running as a system service.
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configurable timeout
interval.

Session state can be
stored in a separate pro-
cess for robustness
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Session state can be eas-

ily stored on a different
machine.

You can also store ses-
sion state ina SQL Server
database.

ASPNET also provides
another state collection
for data at an application
level.

Original ASP always stored session state on the server machine on
which it was created. This architecture didn’t scale well to a Web farm in
which every request is potentially handled by a different server. ASP.NET
allows each application to specify the machine on which it wants its session
state to be stored. You do this by setting the stateConnectionString attribute in
the web.config file. In this way, any machine that handles a subsequent call
can access the session state stored by a previous call handled by a different
machine. Obviously, you now incur the overhead of another network round-
trip, so maybe you’d rather set up your load balancer to route subsequent
requests to the same machine. You can swap out that machine by simply
changing its name in the configuration files of all the clients.

You can also store session state in SQL Server for better management of
large collections. You do this by setting the mode attribute to sglserver and
providing a SQL connection string in the sqlConnectionString attribute. The
current setup scripts create a temporary database for holding session state.
This provides fast access because the data isn’t written to the slow iron disk,
but it also means that the session state won't survive a crash. If you want that
durability and don’t mind paying the performance penalty for it, you can
change the database attributes yourself to use a permanent table.

ASP.NET also helps you manage application state, where an application
represents a top-level IIS virtual directory and all of its subdirectories. Appli-
cation-level state is stuff that changes from time to time, so you don’t want to
hard code it, but it applies to all users of the application and isn’t tied to an
individual user. An example of application state might be the current unad-
vertised special offer that every page would display. Each application con-
tains one state object named Application, similar in use to the Session object,
except that all accesses of the Application object operate on the same data
regardless of the user on the other end.

Tips from the Trenches

My customers report that they can get a significant performance
boost in heavily loaded systems by turning off session state for
pages that don’t need it, by adding the attribute EnableSession-
State="false” to the @page directive in the raw .ASPX file.
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Security in ASP.NET

Security is vital to any type of distributed programming, and discussions of it
are often highly charged with emotion. I will attempt to outline the problems
that arise in this area and discuss how ASP.NET provides your Web applica-
tion with prefabricated functionality that gives you the level of security you
need without too much programming effort.

The security requirements of a Web application are somewhat like those
of a city hall. You have large numbers of people coming and going anony-
mously, accessing public areas such as the tourism office that dispenses
maps. Because these areas aren’t sensitive, you don’t want to waste time and
annoy users by subjecting them to strip searches, or else you won'’t get many
customers and the businesses that sponsor the map giveaways will be angry.
But other areas of the same city hall, such as the floor containing the mayor’s
office, are sensitive. You don’t want to allow anyone in who can’t prove their
identity (authentication) and that they have business on the floor (authoriza-
tion). And you might want to run them through a metal detector to make sure
they can’t hurt anybody.

Authentication

The first problem in security is authentication—Who are you, and how do I
know you really are that person? Authenticating a user usually takes the form
of examining some sort of credential presented by the user, sometimes
agreed upon directly between the two parties, such as a PIN or password;
sometimes issued by a third party that both trust, such as a driver’s license or
passport. If the credentials are satisfactory to the server, the server knows
who the user is and can use its internal logic to determine what actions she
is allowed to perform. A user who is not authenticated is called an anony-
mous user. That doesn’t necessarily mean that she can’t have access to any-
thing on the Web site. It means that she can have access only to the features
that the designers have chosen to make available to anonymous users—per-
haps checking an airline schedule but not redeeming a frequent flyer award.

Authentication has historically been the most difficult problem in secu-
rity design. Most application designers don’t want to deal with it because it’s
so important but so difficult to get right. You need a full-time team of very
smart geeks who do nothing but eat, drink, and sleep security because that’s
what the bad guys have who are trying to crack your Web site and weasel

Security is vital to any dis-
tributed system.

Different areas of an
application require differ-
ent levels of security.

Securely and definitively
identifying a user is called
authentication.

An authentication system
is difficult and expensive
to build.
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Fortunately, several

different types of authenti-

cation come built into
ASPNET

You need to think carefully
about which of your site’s

resources require authen-

tication for access and
which don't.

free first-class upgrades (or worse). For example, you can’t just send a pass-
word over the network, even if it’s encrypted. If the network packet contain-
ing an encrypted password doesn’'t somehow change unpredictably every
time you submit it, a bad guy could record it and play it back. That’s how I
broke into the foreign exchange system of a certain bank whose name you
would recognize—fortunately with the bank’s permission—under a consult-
ing contract to test their security. They were very proud of their password
encryption algorithm, which T never even tried to crack, but it took me only
20 minutes with a packet sniffer to record a user ID/password packet and
play it back to enter their server. Too bad I was charging them by the hour.
Next time I'll vacation for a billable week before declaring success. If you'd
like more information about the design problems of writing secure applica-
tions, I recommend the book Writing Secure Code, Second Edition, by
Michael Howard and David LeBlanc (Microsoft Press, 2003). I never even
imagined half the ways to crack a system that these guys discuss.

Because of the difficulty and importance of authentication, it’s one of
the first features that gets built into a (hopefully) secure operating system.
ASP.NET supports three different mechanisms for authentication (four if you
count “none”). They are shown in Table 3-2.

Table 3-2 ASP.NET authentication modes

Name Description

None No ASP.NET authentication services are used.

Windows Standard Windows authentication is used from IIS.

Forms ASP.NET requires all page request headers to contain a cookie

issued by the server. Users attempting to access protected pages
without a cookie are redirected to a login page that verifies cre-
dentials and issues a cookie.

Passport Same idea as Forms, except that user ID info is held and cookies
are issued by Microsoft’s external Passport authentication service.

You need to think carefully about exactly where in your Web site authen-
tication should take place. As with a city hall, you need to balance security ver-
sus ease of use. For example, a financial Web site will require authentication
before viewing accounts or moving money, but the site probably wants to
make its marketing literature and fund prospectuses available to the anony-
mous public. It is important to design your site so that areas that require secu-
rity have it, but you don’t want this security to hamper your unsecure
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operations. I have a hard time thinking of anything more detrimental to sales
than making a user set up and use an authenticated account before allowing
him to see a sales pitch, although some sites do just that.

Unlike DCOM, which used its own wire format to support
packet privacy, none of the authentication schemes available to
ASP.NET provide for encryption of the data transmitted from client to
server. This problem doesn’t come from ASP.NET itself, but from the
common Web transport protocol HTTP. If your Web site provides
data that you don’t want on the front page of USA Today, you need
to use the Secure Sockets Layer (SSL) transport or provide some
other mechanism for encrypting. Typically, you will do this only for
the most sensitive operations because it is slower than unsecure
transports. For example, an airline Web site will probably use
encrypted transport for the credit card purchase page but not for the
flight search page.

Windows Authentication

ASP.NET supports what it calls Windows-based authentication, which basi-
cally means delegating the authentication process to IIS, the basic Web server
infrastructure on which ASP.NET sits. IIS can be configured to pop up a dialog
box on the user’s browser and accept a user ID and password. These creden-
tials must match a Windows user account on the domain to which the IIS host
belongs. Alternatively, if the client is running Microsoft Internet Explorer 4 or
higher on a Windows system and not connecting through a proxy, IIS can be
configured to use the NTLM or Kerberos authentication systems built into
Windows to automatically negotiate a user ID and password based on the
user’s current logged-in session.

Windows authentication works quite well for a Windows-only intranet
over which you have full administrative control. For certain classes of instal-
lation—say, a large corporation—it’s fantastic. Just turn it on and go. But it’s
much less useful on the wide-open Internet, where your server wants to be
able to talk to any type of system, (say, a palmtop) using any type of access
(say, not Internet Explorer), and where you don’t want to set up a Windows
login account for every user.

Windows authentication
works well on a Windows-
only intranet.
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Forms-based authentica-
tion starts with a user ID
and password.

The server supplies the
browser with a cookie, an
admission ticket identify-
ing the authenticated
user.

Forms-Based, or Cookie, Authentication

Most designers of real-life Web applications will choose forms-based authen-
tication, otherwise known as cookie authentication. The user initially sets up
an account with a user ID and password. Some Web sites, such as most airline
sites, allow you to do this over the Web through a page open to anonymous
access. Other Web sites, such as most financial services companies, require a
signed paper delivered via snail mail.

When the user first requests a page from a secure Web site, he is
directed to a form that asks for his ID and password. The Web server matches
these against the values it has on file and allows access if they match. The
server then provides the browser with a cookie that represents its successful
login. Think of this cookie as the hand stamp you get at a bar when they
check your ID and verify that you really are over 21 years old. It contains the
user’s identification in an encrypted form. The browser will automatically
send this cookie in the request header section of every subsequent page
request so that the server knows which authenticated user it comes from. This
relay keeps you from having to enter a user ID and password on every form
submittal or page request. Figure 3-14 illustrates this process.

Client browser » Server
1. Requests a page that does 2. ASPNET notes access to
forms-based authentication. protected resource and ab-
sence of admittance cookie.
4. Original page Redirects to programmer-
and cookie provided log-in screen.

returned. 3. Programmer collects user ID
\ and password from log-in
screen and performs internal
verification. If satisfied, calls
system function that pro-

vides admittance cookie to
client and redirects client to

5. Subsequent page requests
pass cookie to server. «

7. At end of session, client ei-
ther dumps cookie or stores
persistently for later access

- ) original page.
without need for log-in.
6. ASPNET notes access to
Persistent cookie, sometimes. protected resource and

presence of cookie. Serves
up protected resource.

Figure 3-14 Forms-based authentication.
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When it supplies the cookie, the server specifies whether the cookie is
to be thrown away when the browser session ends or should be saved on the
user’s hard disk so that he won’t have to log in next time. Financial Web sites
often require the former in order to be ultraprotective against unauthorized
use that could cost thousands of dollars. The latter, however, is obviously
much more convenient for users. Most Web sites whose data isn’t very sensi-
tive, on-line periodicals such as the Wall Street journal for example, often
provide the user with the capability to choose it. A sample persistent cookie
is shown in Figure 3-15.
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Figure 3-15 Persistent cookie created by sample application.

ASP.NET contains good support for forms-based authentication. A sam-
ple application is available on this book’s Web site and shown in Figure 3-16.
You tell ASP.NET to use forms-based authentication by making an entry in the
web.config file as shown in Listing 3-8. The autborization element tells
ASP.NET to deny access to any unauthenticated users.

Cookies may be tempo-
rary or persistent.

ASPNET contains good

prefabricated support for
forms-based authentica-
tion.
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¥ Remember me next time
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=
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Figure 3-16 Sample application for forms-based authentication.

<authentication mode = "Forms" >
<forms name="IntroducingMicrosft.NET" loginUr1="Toginform.aspx"/>
</authentication>

<authorization>
<deny users="?"/>
</authorization>

Listing 3-8 Web.config file for forms-based authentication.

This means that ASP.NET will require that any request for a page in that
directory or its subdirectories must contain a cookie from the browser saying
that you've authenticated the user and found him worthy. If the cookie is not
present, as it won’t be prior to your first login, ASP.NET directs the user to the
page you have specified in the loginUrl attribute. You use this page to pro-
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vide controls for the user to enter his ID and password. The page’s handler
contains whatever logic you need for checking that the user really is who he
says he is. The sample code simply accepts a blank user password and rejects
any that are nonblank. If the server accepts the incoming user, a simple func-
tion call (to System.Web.Security.FormsAuthentication.RedirectFromLog-
inPage) brings the user back to the page that he was trying to access when
the authentication scheme shunted him to the login screen. If you’d like to
send him somewhere else instead, you can use the function Response.Redi-
rect. The code is shown in Listing 3-9.

Public Sub Buttonl_Click(ByVal sender As System.Object, _
ByVal e As System.EventArgs)

' Check for legal password (in this case, blank)

If TextBox2.Text = "" Then
System.Web.Security.FormsAuthentication.RedirectFromLoginPage( _
TextBoxl.text, CheckBoxl.Checked)

' Reject a non-blank password. Don't need to make any system calls,
' just refrain from making the one that would grant access.

Else
Label5.Text = "Invalid Credentials: Please try again”
End If

End Sub

Listing 3-9 Code for forms-based authentication form.

You can also set up ASP.NET to automatically perform forms-based
authentication using user IDs and passwords stored in XML configuration files.
This approach would probably work well for a small installation. Unfortu-
nately, a demonstration is beyond the scope of this book, at least in this edition.

Tips from the Trenches

Forms authentication is the approach my customers use the most,
by far. They report that they often want to change the default
behavior described here; for example, redirecting the user to a dif-
ferent form after successfully authenticating him. You’ll find meth-
ods for supporting these kinds of activities on the utility object
System. Web.Security. FormsAuthentication.

ﬁ%

111




é C03619182.fm Page 112 Thursday, March 6, 2003 2:22 PM

112 Introducing Microsoft .NET, Third Edition

As Web sites proliferate,
so do the user IDs and
passwords that a user
must remember. This is a
growing menace to the
security of all data.

Microsoft Passport is a
one-step secure login
service.

Passport Authentication

The third authentication alternative is Passport-based authentication. The
forms-based scheme described in the previous section sounds fine, and it’s a
lot easier to write today than it used to be as the result of ASP.NET’s prefab-
ricated support. But it suffers from the fatal problem of unchecked prolifera-
tion. Every Web site with anything the least bit sensitive needs some sort of
login security. For example, T use five different airline Web sites for booking
all the travel I have to do, and because they take credit cards, every one of
them requires authentication. It is a colossal pain in the ass to keep track of
all the user names and passwords I use on these different sites. On one of
them my name is “dplatt”; on another one that ID was taken when I signed
up so I'm “daveplatt”. I've tried using my e-mail address, which no one else
ought to be using and which I can usually remember. This occasionally
works, but many sites won’t accept the @ sign and others won'’t accept a
string that long. For passwords, some use 4-character PINs for identification,
others use a password of at least six (or sometimes eight) characters, and one
insists that the password contain both letters and numbers. Many sites con-
sider their data to be so sensitive (my frequent flyer record? get a life) that
they won'’t allow a persistent cookie to remember my login credentials. The
only way I can keep track of all my user names and passwords is to write
them down and keep them near my computer, where any thief would look
for them first. That's one way Nobel physicist Richard Feynman broke into
classified safes and left goofy notes for fun while working on the atomic
bomb project at Los Alamos during World War II. (See his memoirs, Surely
You're Joking, Mr. Feynman, for the other two ways. I guess Los Alamos has
had this problem for a while.) As a client told me a decade ago, the greatest
threat to security isn’t the packet sniffer, it's the Post-It® note.

Microsoft .NET Passport (bttp://www.passport.com) is an attempt to pro-
vide a universal one-step secure login procedure. It’s very much like the
forms-based authentication mechanism described in the preceding section,
except that Microsoft’s Passport Web servers handle the storing and verifying
of user IDs and passwords. A user can go to the Passport Web site and create
a passport, essentially a user ID and password stored on Microsoft’s central
server farm. When the user requests a page from a site that uses Passport
authentication, that site looks for a Passport cookie in the request. If it doesn’t
find one, it redirects the request to Passport’s own site, where the user enters
her ID and password and receives a Passport cookie. Subsequent browser
requests to any Passport-compliant site will use that cookie until the user logs
out. The process is illustrated in Figure 3-17. A user can thus use the same
user ID and password pair at any participating site. This scheme could greatly
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simplify the proliferation problem and make many users’ lives easier, with a
net gain in security.

Client browser Server
1. Requests a page that 2. ASPNET notes ac-

does passport cess to protected re-
authentication.\ source and absence
4. Original page

of admittance cookie.
Redirects to program-

antd CO% ie mer-provided log-in
ICILIDE \ screen. Microsoft
Passport
5. Subsequent page re- 3. Programmer collects o grm

user ID and password
from log-in screen
and sends authen-ti-
cation request to Mi-
crosoft. If satisfied,
calls system function
that provides admit-
tance cookie to client
and redirects client to

P K original page.
ersistent cookie,
sometimes. 6. ASPNET notes ac-

cess to protected re-
source and presence
of cookie. Serves up
protected resource.

quests pass cookie
to server.

7. Atend of session, cli-
ent either dumps
cookie or stores per-
sistently for later ac-
cess without need for
log-in.

Figure 3-17 Passport authentication.

You would think that such a useful idea would be wildly popular, but
Passport hasn’t quite caught on yet outside of Microsoft. According to Pass-
port’s own Web site, only 90 sites support Passport authentication at the time
of this writing (February 1, 2003), of which 21 belong to Microsoft and 12 rep-
resent various flavors of eBay.

Clearly, Passport hasn’t crossed over to the mainstream yet. Part of the
problem might be the cost, currently $10,000 per year. Businesses might also be
worried about outsourcing such an important piece of their online software
presence. Since it’s not under their control, how can they be sure it won’t crash,
or even slow below acceptable limits? How many would fear a repetition of
January 23, 2001, when a boneheaded Microsoft technician made an incorrect
DNS entry that blocked access to most Microsoft sites, including Passport, for
almost a day? (I wonder if that technician had to use Notepad to edit a raw XML
file, in which case the problem might have been avoided with a dedicated con-
figuration tool.) And what about a falling out later? How could a Web company
tell Microsoft to go to hell if Microsoft holds its login data?

ﬁ%
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Public distrust of
Microsoft hinders wide-
spread acceptance of
Passport.

Bill Gates has declared
“Trustworthy Computing”
to be Microsoft's top
priority.

ASPNET includes prefab-

ricated support for Pass-
port authentication.

The basic problem hindering the advance of Passport is customers’ will-
ingness (or lack thereof) to allow Microsoft to hold their authentication data.
I discussed Passport while teaching a class on .NET in a European country in
September 2001. (Before.) I asked if any of the students’ companies had con-
sidered using Passport for basic authentication. Students representing three
separate banks said that they had looked at it for their customer Web sites,
but decided not to use it. The student with the best English explained, the
others nodding agreement, that “As banks, the basic commodity we sell is
trust. Would you trust your brother to hold your money? No, [he must know
my brother] but you trust us [he must NOT know my bank, whom I trust only
because I owe them far more money in loans than they owe me in deposits].
We did research and focus groups, and found that an uncomfortable [he
wouldn’t quantify it] percentage of our customers would feel that we had
betrayed their trust if we let Microsoft hold their authentication data instead of
keeping it ourselves. They worry about it getting hacked, and they worry
about it being used without their permission. I'm not necessarily saying that
they’re correct to worry about this, and I'm not necessarily saying that we're
any better on our own, but like it or not, that IS how our customers told us
they feel. So if we don’t want them to think that we’ve done to them the worst
thing that a bank can do, betray their trust, we can’t use it, and that’s the end
of that.”

Microsoft seems finally to be getting the message. Bill Gates sent a com-
pany-wide e-mail on January 15, 2002, announcing that what he called “Trust-
worthy Computing” was Microsoft’s highest priority. Trustworthy Computing,
he wrote, was composed of availability, security, and privacy. “... ensuring
NET is a platform for Trustworthy Computing is more important than any
other part of our work. If we don’t do this, people simply won’t be willing—
or able—to take advantage of all the other great work we do.” I've said for
years that Microsoft needed to change priorities; that spending one single
developer day, nay, one single developer minute, on a paper clip’s blinking
eyes before plugging every possible security hole and fixing every possible
crash is to worship false gods. I'm ecstatic (OK, I'm a geek) that they finally
seem to be doing it. How far and how quickly Trustworthy Computing (TC?)
will go, and how much and how quickly the market will believe it, we’ll just
have to wait and see. Because of its late-breaking nature, T'll discuss this more
in my chapter on .NET My Services, available on this book’s Web site. But I
see a major turn in the right direction, and I'm glad of it. Now tell those air-
lines, OK?

Passport is an interesting idea, and the market will determine its suc-
cess or failure, as it should. I would not choose it as my sole authentication
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mechanism today, but I'd give serious thought to offering it as an option
side by side with non-Passport alternatives. It will make the lives of some
unknown (until you do it) percentage of your users easier, which should
bring you more money, especially if your competitors don’t do it. You'll find
that the prefabricated support in ASP.NET makes it quite easy. You set the
authentication mode to Passport in the web.config file. You will have to
download the Passport SDK, sign a licensing agreement, and then write some
simple code that delegates the authentication process to Passport.

Authorization

Once the authentication process is complete, we know who the user is or
know that the user is anonymous. We now need to decide whether the user
should be allowed to see the page he is requesting. This is called authoriza-
tion. You can perform authorization administratively by restricting access to
pages in your ASP.NET application, or you can perform it programmatically at
run time.

ASP.NET contains good support for controlling access to .ASPX pages.
You can administratively limit access to pages by making entries in your
application’s web.config files, as shown in Listing 3-10.

<!I-- Authorization

This allows a user named Simba, and any users belonging to the
role Doctors, to access pages in this directory (and any
subdirectories that don't override this setting in their own
web.config files).

==

<authorization>
<allow users="Simba" roles="Doctors" />
<deny users="=" />

</authorization>

Listing 3-10 Authorization entries in a web.config file.

The <authorization> section contains <allow> and <deny> elements
that respectively allow and deny? the specified users and members of the
specified roles (groups of users) access to pages in the directories to which
the web.config files apply. These elements can also accept a verb attribute
(not shown) so that you can allow some users to view the page with a get

3. Well, duh!

ﬁ%

Once we've authenticated
the user, we need to
check whether the user is
authorized to do what he’s
trying to do.

You can administratively
specify which users are
allowed to view various
pages by making entries in

115

the web.config files for spe-

cific pages or directories.



é C03619182.fm Page 116 Thursday, March 6, 2003 2:22 PM

116 Introducing Microsoft .NET, Third Edition

ASPNET applies the
administrative access
rules in the order in which
they appear.

The “?” character allows
you to set permissions for
unauthenticated users.

operation but forbid them to post anything back to the server. Although
web.config files apply to an entire directory (and its subdirectories unless
overridden lower down), you can administratively restrict access to a single
file by using the <location> element (not shown).

When a user requests a page, ASP.NET applies the rules specified in the
web.config file in the order in which they appear until it finds a rule that tells
it whether to grant or deny the requesting user access to the requested page.
If ASP.NET can’t tell from the entries made in that file, it will look in the
web.config file in that directory’s parent and so on until it reaches the master
ASP.NET machine.config file discussed previously. That file, by default, grants
access to all requests. So if you don’t want people to see a certain file, you’ll
have to explicitly put in a <deny> element. In the example shown in Listing
3-9, ASP.NET will first apply the <allow> element. If the user is named
“Simba” or is a member of a role named “Doctors,” access is granted and the
checking process ends. If neither of these tests is true, ASP.NET applies the
next rule, which says to deny access to everybody (the * character). ASP.NET
will fail the request, and the checking process will end. In this way, only Doc-
tors and Simba can view the pages of this subdirectory. Note that when using
Windows authentication on a domain, you must prepend the domain name
onto the role or user name in order for ASP.NET to recognize it, as shown in
Listing 3-11.

<!-- Authorization

This does the same thing as the previous example, except
user ID and role names are prefixed with the domain name so as to
work correctly with Windows authentication on a domain.

==

<authorization>
<allow users="REDHOOKESB®@\Simba"/>
<allow roles="REDHOOKESB®@\Doctors"/>
<deny users="x" />

</authorization>

Listing 3-11 Web.config file showing authorization entries for domain users using Win-
dows authentication.

Since it is likely that our Web site will be used by many anonymous
users—those who have not been authenticated—we need a way of specify-
ing what they are allowed to do. The question mark character (?) denotes
anonymous users. You use it exactly like any other name or the * character.
You can see an example in Listing 3-8, the web.config file used for forms-
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based authentication. It says that unauthenticated users aren’t allowed to
view pages in that directory, thereby forcing them to the login form to
become authenticated.

ASP.NET allows you to authorize either individual users or entire roles.
Most real-life installations perform little or no authorization on an individual
user basis; it’s almost always done on a group basis. For example, a hospital
prescription application might allow physician’s assistants to prescribe Tyle-
nol, but only licensed doctors to prescribe controlled narcotics. An adminis-
trator will set permissions for each role, and add individual users to or
remove them from role membership as required.

When you use Windows authentication, ASP.NET automatically recog-
nizes a role as any standard Windows user group set up by the administrator.
Every user assigned to that group is a member of the role. You don’t have to
program anything, recognition just automatically happens. When you use
forms or Passport authentication, however, the definition of a role becomes
much more difficult. ASP.NET doesn’t know how your user data is stored or
what constitutes role membership in your application. You therefore have to
write your own code and plug it into the ASP.NET environment to tell it
which role(s) a user belongs to when it asks.

I've written a sample program that does this, which you can download
from the book’s Web site. The application file Global.asax contains handlers
for application-level events. I've added code to the handler for the Authenti-
cateRequest event. Somewhat confusingly named, this event gets called at the
beginning of each page request when ASP.NET has already discovered the
user’s identity and authenticated it by whatever means you have told it to use.
This is your code’s chance to make any changes, and where you have to
place the code that tells ASP.NET the roles to which a user belongs. The code
is shown in Listing 3-12. We check to see if the user has been authenticated
by ASP.NET. If so, we create a new object of type GenericPrincipal, which
contains the user’s ID that we’ve been given as well as the roles to which we
have decided the user belongs, and set it into ASP.NET.

How do we know at this juncture what roles this user belongs to? I
could certainly do my own lookup from within the event handler, based on
the user ID I've been given. But this could involve an expensive database
lookup and possibly a network round-trip happening every time a page
request comes in, so we’d like a faster way. The sample program accom-
plishes this by placing the role strings in the cookie itself when it’s first
issued, at login time. The code is shown in Listing 3-13. The function MyO-
wnGetRole looks up user names and comes back with a role string. I've hard-
wired users named Seuss and Kevorkian to members of the role Doctors,
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and users named Ratched and Houlihan to members of the role Nurses. In
order to store this information in the cookie, I have to manually create my
admission ticket, placing the role string into an element called UserData that
exists for this purpose. The sample code demonstrates the degree of control
that I have over the admission ticket cookie, setting its persistence and expi-
ration time. As I described previously, my AuthenticateRequest event code
reads the user data from the cookie, thereby providing me the list of roles to
which my user belongs. Since every forms authentication program that wants
to use role-based security needs to write this code, I wish Microsoft had pro-
vided a prefabricated implementation of it. Maybe in the next version.

Sub Application_AuthenticateRequest(ByVal sender As Object, _
ByVal e As EventArgs)

' If ASP.NET has figured out who the user is

If (Not HttpContext.Current.User Is Nothing) Then

' If the user has been authenticated by means of forms,
' and thus contains the admission ticket in a cookie

If (TypeOf (HttpContext.Current.User.Identity) _
Is System.Web.Security.FormsIdentity) Then

' Fetch the object giving the identity of the user

Dim id As System.Web.Security.FormsIdentity
id = HttpContext.Current.User.Identity

' Fetch the authentication ticket from this identity object

Dim ticket As System.Web.Security.FormsAuthenticationTicket
ticket = id.Ticket

' Create a new object identifying the user. Pass the role
' strings that we placed in the UserData section of the
' ticket back in the Togon form where we issued it.

Dim NewPrincipal As New _
System.Security.Principal.GenericPrincipal( _
id, New String() {ticket.UserData})

' Place the new principal object, carrying the roles, into
' the context to identify the user in subsequent processing
' of this request.

Listing 3-12 Global.asax.vb code to set role membership on a user’s page request.
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HttpContext.Current.User = NewPrincipal

End If
End If
End Sub

Private Sub Buttonl_Click(ByVal sender As System.Object, _
ByVal e As System.EventArgs) _
Handles Buttonl.Click

If (TextBox2.Text = "") Then
' Create new ticket

Dim ticket As New System.Web.Security.FormsAuthenticationTicket( _
1, TextBoxl.Text, Now, Now.AddYears(10), True, _
MyOwnGetRole(TextBoxl.Text))

' Get the encrypted representation suitable for placing
' in an HTTP cookie

Dim cookieStr As String = _
System.Web.Security.FormsAuthentication.Encrypt(ticket)

' Place ticket in cookie

Dim cookie As New _
HttpCookie( _
System.Web.Security.FormsAuthentication.FormsCookieName, _
cookieStr)

Response.Cookies.Add(cookie)

' redirect to the URL user asked for

Dim returnURL As String = Request("ReturnURL")
Response.Redirect(returnURL, False)

Else
Label4.Text = "Invalid credentials, try again"
End If
End Sub

Listing 3-13 Code to place role membership in authentication cookie for later use.

Administratively restricting access on a per-page basis is fine, but some-
times your application requires finer granularity. For example, several classes
of user might need access to a prescription form page. Suppose that members
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of the role Doctors can prescribe morphine, but members of the role Nurses
can only prescribe aspirin. You could provide two separate pages, adminis-
tratively restricting access to the morphine page to doctors, but this would
require constant page redesign as drugs change their prescription status. It
would be much easier to check in the middle tier. Your page code can find
out who a user is by accessing the member variable Page.User. This object
contains a method called Is/nRole, which you can call to see if the currently
authenticated user is a member of the specified role. The page is shown in
Figure 3-18, and the code in Listing 3-14. If you’d like finer granularity, you
can access the object Page.User.Identity, which contains the user’s name.

A DoctorsOrNurses - Microsoft Internet Explorer _(ol x|

Fle Edt View Favortes Tooks Help ‘

Ggack & - (@ 4 A Busearch [lFavortes @vedia B | BN S =

Agdress [€] hitp: flocalnost/FormsAuthenticationR olesVB{DactorsOrhurses/DoctorsOrhurses, aspx ~| e |Lm =

Members of the role Doctors and the role Nurses can see this page

User Ratched, choose drug to prescribe

C Aspitin
@ Morphine
Submit Nurses may not prescribe morphine. You are under arrest.
-
|&) pore [ [ [ZELocalintranet 7

Figure 3-18 Sample application for forms role authentication.

Private Sub Buttonl_Click(ByVal sender As System.Object, _
ByVal e As System.EventArgs) _
Handles Buttonl.Click

' User wants to prescribe aspirin. Our business logic allows this for
' the roles Doctors and Nurses. Since these are the only two roles
' allowed to see this page, the prescription is automatically approved

If (RadioButtonl.Checked) Then

Label13.Text = "Doctors and Nurses can both prescribe " & _
"aspirin. Prescription approved."
Else
' User clicked button to prescribe morphine. Doctors are allowed
' to do this, but Nurses are not. Check the role of the user.
' Approve prescription if user is a Doctor, fail if it's a Nurse.

If User.IsInRole("Doctors") Then

Listing 3-14 Code to discover the role a user belongs to.
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Label3.Text = "Because you are a member of the role " & _
"'Doctors', your prescription is approved"
Else
Label3.ForeColor = Color.Red
Label13.Text = "Nurses may not prescribe morphine. " & _
"You are under arrest."
End If
End If
End Sub

Identity

Your Web pages usually represent the middle tier of a three-tier system, medi-
ating access to a database behind it (the data tier). The middle tier performs
business logic, such as determining whether the user attempting to prescribe
morphine is a licensed doctor. If this business logic is successful, the middle
tier will communicate with the data tier to subtract morphine from the phar-
macy inventory and to add another item to the patient’s billing statement. If
not, the middle tier will probably generate a fascinating game to keep the
user occupied while it calls the police.

The back-end data tier almost certainly has its own security mecha-
nisms. All commercial databases allow administrators to set access permis-
sions of various granularity, specifying which users are allowed access to
various databases and tables and which are not. Even the NTFS file system
allows an administrator to specify which users or groups of users are allowed
to perform which operations on which files and directories. The operation of
these back ends depends critically on what the data tier considers to be the
identity of the user making the request for services.

One security mechanism, and probably the one that you’ll wind up
using, is called the trusted user model. In this model, the server process runs
with a particular identity, say, PharmacyApp, known as the trusted user. The
data tier is configured to allow this user to do anything in the database that it
might need to in order to get its work done. For example, the trusted user
identity used for the pharmacy application will have permission to make
entries in the pharmacy inventory tables and the patient billing tables but
probably not the patient census tables or the employee payroll records. The
data tier trusts the middle tier server to have done all the authorization check-
ing that needs to happen—for example, to have checked that the doctor’s
license is current—so the data tier doesn’t perform a second authorization.
You trust your spouse to go through your wallet, so you don’t bother asking
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Sometimes the trusted
user model doesn't fit.

In this case, the Web
server can impersonate
the client, if you're using

Windows authentication.

what the money is for. This relationship is shown in Figure 3-19. You specify
the identity of your server process via the <identity> element in your applica-
tion’s web.config file, as shown in Listing 3-15.

2. Middle tier applica- 3. Database trusts middle tier
1. Various remote tion enforces role to enforce authorization,
clients. authentication. allows it full access.

Figure 3-19 Trusted user model of authorization.

<identity impersonate="false"
userName="MyDomain\MyUsername
password="MyPassword" />

Listing 3-15 Web.config file specifying server process identity.

Not every database installation is comfortable with this approach. Many
databases were designed and database administrators trained before three-
tier programming became popular. Particularly with legacy systems, it often
happens that the database layer contains security checks or audit trails that
depend on the actual database entry being made under the network identity
of the base client.

In this case, if you're using Windows authentication, you can fall back
on the older impersonation-delegation model, as used by original ASP. In this
model, the .ASPX page code takes on the identity of (“impersonates”) the
authenticated user (or uses a special identity designated for anonymous
users). The page code then attempts to access the data-tier resource, and the
resource itself, say, SQL Server, performs the authorization, checking to see
whether the user is allowed access. This case is shown in Figure 3-20.

2. Middle tier server 3. Database performs its own
1. Various remote impersonates re- authorization check based
clients. mote client. on remote client’s identity.

Figure 3-20 Impersonation/delegation model of authorization.
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While this approach may sound attractive, it is expensive in terms of
performance. It requires two authentications instead of one: the first when
ASP.NET authenticates the user prior to impersonating him, and the second
when the database authenticates the server object’s current impersonating
identity. Furthermore, when authorization rejects a user, it does so rather late
in the process. You've already gone down three tiers instead of two and made
two network hops instead of one. It’s better that you notice that you forgot
your wallet when you arrive at the supermarket instead of after you've
shopped and waited in the checkout line. It’s better still to notice it when you
first get in your car.

The Web server impersonates a client in one of two ways. Original ASP
automatically impersonated the client every time a request was made. ASP.NET
does not do this by default, but you can turn on this functionality in the web.con-
fig file by setting the impersonation attribute shown in Listing 3-16 to True. Alter-
natively, you can impersonate the client programmatically by calling the function
System.Security.Principal. WindowsIdentity. GetCurrent() Impersonate.

<identity>
<impersonation enable="true" />
</identity>

Listing 3-16 Web.config setting for automatic impersonation.

Process Management

One of the main features that we want in a Web server is unattended 24/7
operation. This level of service is a problem developers never really had to
address in writing desktop applications. For example, memory leaks in a Sol-
itaire game that runs for 5 minutes at a time (OK, 2 hours) probably won’t
waste enough memory to hurt anything. But if T kept the Solitaire game run-
ning for a year, redealing instead of closing it, any memory leaks would even-
tually exhaust the process’s address space and cause a crash.

That sort of robustness is very hard to develop, partly because it takes a
long time to test. The only way to find out whether something runs for two
weeks under load is to run it under load for two weeks. And when the crash
does happen, it’s often caused by a banana peel dropped days earlier, which
is essentially impossible to find at the time of the crash.

I once (14 years ago) worked on an application that ran in a major bank.
It was a DOS-based system (remember DOS?) that would usually run all day,
but it just couldn’t run for a week without crashing and we couldn’t wring it
out so that it could. T had the bright idea of putting a watchdog timer card into
the machine that our software would periodically reset while it ran. If the
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ASPNET supports pro-
cess recycling to continue
working robustly in the
face of imperfect user
code.

You configure process
recycling in the
machine.config file.

timer ever actually expired without being reset, it would automatically reboot
the system, sort of a “dead-geek” switch. The bank balked at installing such a
god-awful kludge (we probably shouldn’t have told them; we probably
should have just done it and smiled) and instead agreed to have the adminis-
trator reboot the system every night.

Original ASP kept a user process running indefinitely. Any bugs or
memory leaks in any of the user code would accumulate and eventually
cause crashes. ASP.NET recognizes that user code probably isn’t going to be
perfect. It therefore allows an administrator to configure the server to period-
ically shut down and restart worker processes.

You configure process recycling using the <processModel> element of
the machine-level machine.config file, as shown in Listing 3-17. I wish
Microsoft had allowed process model configuration on a per-application
basis, but they haven’t at the time of this writing. You can tell ASP.NET to shut
down your worker process and launch a new one after a specified amount of
time (#imeout attribute), a specified number of page requests (requestLimit
attribute), or if the percentage of system memory it consumes grows too large
(memoryLimit attribute). While not removing the need to make your code as
robust as possible, this will allow you to run with a few memory leaks with-
out rebooting the server every day or two. You can see that the process
model contains other configurable capabilities as well. IIS 6.0, which is sched-
uled to ship with Windows Server 2003, contains a mode called worker pro-
cess isolation. When this mode is active, ASP.NET’s process model settings are
ignored in favor of 1IS’s own internal settings that provide the same sorts of
functionality.

<processModel
enable="true"
timeout="infinite"
idleTimeout="infinite"
shutdownTimeout="0:00:05"
requestLimit="infinite"
requestQueuelimit="5000"
memoryLimit="80"
webGarden="false"
cpuMask="0xffffffff"
userName=""
password=
lTogLevel="errors"
clientConnectedCheck="0:00:05"
/>

Listing 3-17 Machine.config file showing process recycling settings.
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